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Abstract

This paper proposes a method for implementing a reliability evaluation technology for Over The Air
(OTA) update performance of ECU firmware for vehicles. OTA refers to self-updating various tasks such
as improving, adding, and correcting errors in a wireless environment. In addition, the OTA method is
delivered remotely from a cloud-based server to a vehicle through a cellular or Wi-Fi connection. It is a
similar process to updating a smart phone or laptop. However, OTA technology is specialized in smart
devices such as smart phones, so performance reliability and authorized verification for vehicle application
are insufficient. Therefore, in this paper, we propose a OTA update performance reliability evaluation and
method to present standardization for improving reliability of OTA update performance for vehicles and
performance inspection of OTA update technology for vehicles. In addition, it is expected that the proposed
technology can be used to serve as a catalyst for the dissemination and activation of OTA update

technology for vehicles.
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[Figure 1] Over The Air (OTA) Concept
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[Figure 2] Creating changes for Incremental update
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[Figure 4] Notification Level (Level 1) software update
Diagram
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[Figure 5] Review Level (Level 2) software update

Diagram
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[Figure 7] OTA update scenario test prototype

[Figure 8] OTA transceiver and ECU Module
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<Table 2> Calculate Checksum Algorithm

Algorithm 1: Caludate Checksum Procedure

input: data, and /en
output: csum
// csum is defined as lbyte(unsinged char)

1 csum < Oxff;

2 for lenpmgex = 0 to len do

3 ‘ csum < csum + datal lenindesd;
4 end

5 csum < XOR(csum);

6 return csum;
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[Figure 10] OTA update performance verification

control pad
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